INTERLOK - AUTHORIZATION INFRASTRUCTURE FOR AI AGENTS

Al proposes. Humans determine.
Cryptography proves.

Interlok sits in front of every consequential thing your agents do: it discovers their reach, gates the
write path, records a named human's approval, and reverses what should never have happened.

THE FOUR-QUESTION FLOW

A durable identity — an agent, a service, a human. Not a session token.

The system that changes: a repo, a database, a payment processor, a patient record.

The operation is classified. Reads pass. Consequential writes are held for a decision.

1 - ACTOR Who is acting?

2 - TARGET What does it land on?

3 - ACTION Is this a write path?

4 - DECISION Allow, deny, or ask a human?

A deterministic policy answers in-line, in single-digit milliseconds, and the answer is recorded.

THE TAMPER-EVIDENT LEDGER

Every scan, decision, approval and reversal becomes one append-only ledger entry. Each entry hashes its own
canonical payload, then hashes that together with the previous entry's hash — a chain. Edit any historical
payload and every hash after it stops matching, so the tampering is provable rather than merely suspected.
Entries are co-signed with a P-256 key; credential values are never stored, only fingerprints.

#118 gate.decision payload hash 4f9c.. prev
#119 approval.commit payload hash 88el.. prev
#120 reversal.receipt payload hash 12bd.. prev

FOUR STAGES
Discover
Grade the agent estate A-F against a deterministic ruleset.

Gate
In-line allow / deny / hold on the write path, with idempotency.

Approve
A named human resolves the hold; quorum-aware, expiring.

Reverse
Planned, retried undo with a signed receipt and a diff first.

9lab.. entry 7d20..
7d20.. entry a0Oc4..
alc4d.. entry ff3l.

WHAT CHANGES BETWEEN PLANS

Free — $0
10,000 decisions/month. Observe mode: nothing is blocked,
everything is logged.

Team — $499
250,000 decisions. Real holds, Slack approve/deny, signed
callbacks, evidence room.

Enterprise
Volume commit, customer-held signing keys, design-partner
Reverse connectors.

Start with a free posture scan — no account needed.

interlok /scan /demo /pricing

one governed decision, one price



